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:: = {dot11SupportedDataRatesTxTable 1 }

Dotl1SupportedDataRatesTxEntry :: = SEQUENCE {
dot11SupportedDataRatesTxIndex Integer32,
dotl1SupportedDataRatesTxValue Integer32 }

dotl1SupportedDataRatesTxIndex OBJECT-TYPE
SYNTAX Integer32 (1..8)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“DRRRIBEREENRIINR. WERN 12 8.7
::={ dotllSupportedDataRatesTxEntry 1 }

dot11SupportedDataRatesTxValue OBJECT-TYPE

SYNTAX Integer32 (2..127)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“PLCP 1 PMD iR % LR, B X7 02—X7 71 i) — A HEUR IR , #8 X B o9 B 48 &
EM 1Mb/s B 63. 5Mb/s LA 500kb/s i1 . X B TR L Z G A PHY BRE”

::={ dotllSupportedDataRatesTxEntry 2 }

RHIRKKKEKHRKKEEEKR KRR EEKE IR KHEREKRKHERKEEREREXEXRXREEERERXERXXRKX XL KX RNRR KK

* dot11SupportedDataRatesTx 45K

KR HKKRENNHHRERKKERRERHKEXKKXEEERRRKXEREKRXEREHXXLRE XXX R XX XER LR HHR KK KWK NNNN

K I K I K I KK K Ko K K KK Ho I H KKK KoK H e F I FE I KK KK Fe K I KKK K H e WK KKK K KWK KWK H KKK R KKR N KN

* SupportedDataRatesRx & FF &
EE R a T T L L L L L EL T LTI LI LI LI ST T L LI E L LTS LT EL LT LT L LT LSS EE LT L LTSI LS T EL LT T
dotl1SupportedDataRatesRxTable OBJECT-TYPE
SYNTAX SEQUENCE OF Dotl1SupportedDataRatesRxEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“PLCP #1 PMD R LR E . B X 002—X"7f B — it 8RR . H TR H
PFEHEEM 1Mb/s F] 63. 5Mb/s L) 500kb/s i 1%~
::={ dotllphy 10 }

dotl1SupportedDataRatesRxEntry OBJECT-TYPE
SYNTAX Dotl1SupportedDataRatesRxEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
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“dot11SupportedDataRatesRx Z B IR B (BE.&17) .
ifIndex— BN AR O 81—~ {Entry R, MIB B f#E 0 &K d iflndex £3].”
INDEX({ifIndex, dotl1SupportedDataRatesRxIndex}
::={ dotl1SupportedDataRatesRxTable 1 }

Dot11SupportedDataRatesRxEntry ;: = SEQUENCE {
dotl1SupportedDataRatesRxIndex Integer32,
dotl1SupportedDataRatesRxValue Integer32 }

dot11SupportedDataRatesRxIndex OBJECT-TYPE
SYNTAX Integer32 (1..8)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
‘DRI BIEERMRSINR. BEN1BE Y
::=1{ dotl1SupportedDataRatesRxEntry 1 }

dotl1SupportedDataRatesRxValue OBJECT-TYPE

SYNTAX Integer32 (2..127)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“PLCP #1 PMD Xy i R, B X7 02—X"7f W — MR R, X B B8
R M 1Mb/s F| 63. 5Mb/s A 500kb/s #3187

::={ dotllSupportedDataRatesRxEntry 2 }

EHEKEREKEKEEEERERERERKEREREERRE XX EEEXEEEREEERRIRXIRX KRR KK EXER KRR EXRXRXRKK X,

* dotl1SupportedDataRatesRx F 455

KRR KRR KR HHK KKK KKK KKK KKK KKK IEH KKK KKK KKK KKK KKK N KK R KKK K KKK HHKRRK KKK KKK NN

HREKKRRKRREKHEKKEKKKRRKKRKEERERXRE XKL RRRRHKXER K ERR KRR KRN KR KK KR W W KK HHHRRKK

* —HHRFER

W K K e KKK KKK ¥ K I I KKK A KKK * * * %% W I I KKK
dotl1Conformance OBJECT IDENTIFIER . .= { ieee802dotll 5 }
dotl1Groups OBJECT IDENTIFIER :.= {dotllConformance 1 }
dot11Compliances OBJECT IDENTIFIER ::= { dotl1Conformance 2 }

Fe Fe e K He e e Ko Ko Fe Fe I He I I e e H W He I H I I I W K K Ko Ko Ko Ko He Ko I I W WK K He H e e K K e K I I I WK KK He H NI NN KKK
x B

KKK Ko Ko e W K Ko Ko He He FeH He I I W W I H I I K I K K K H KK H WKW KRN ¥ ¥ * ¥* % ¥* KK * ¥
dot11Compliance MODULE-COMPLIANCE

STATUS current

DESCRIPTION
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“LEA I MIB ) SNMPv2 LR —BEFE "
MODULE

MANDATORY-GROUPS {
dot11SMThbase2,
dot11MAChbase,
dotl1CountersGroup,
dotl1SmtAuthenticationAlgorithms,
dotl1ResourceTypelD,
dotl1PhyOperationComplianceGroup }

GROUP dot11PhyDSSSComplianceGroup
DESCRIPTION
“Y3t% dotllPHY Type H1{H dsss B, BRLHMZKAH. 45
dot11PhyIRComplianceGroup l dot11PhyFHSSComplianceGroup Z B A .”

GROUP dot11PhyIRComplianceGroup
DESCRIPTION
“da%tH dotl1PHY Type A {H irbaseband At , BR L HIZA . ZAHS
dot11PhyDSSSComplianceGroup #l dotl1PhyFHSSComplianceGroup i E AFHE .”

GROUP dotl11PhyFHSSComplianceGroup
DESCRIPTION
“Wext % dotllPHY Type H{E fhss Bf , B RELWMZA., ZAES
dot11PhyDSSSComplianceGroup #1 dot11PhyIRComplianceGroup A EAfHE.”

—— OPTIONAL-GROUPS {

——  dotl1SMTprivacy,

——  dotl1MACStatistics,

——  dotl1PhyAntannaComplianceGroup,
——  dotl1PhyTxPowerComplianceGroup,
—— dotl1PhyRegDomainsSupportGroup,
——  dotl1PhyAntennasListGroup,

——  dotl1PhyRatesGroup }

::= { dotl1Compliances 1 }

T I I I I J I I F I K I I I I I I K H I W I T I I H I I H I I H KW I I I I H 3K I I H W I He H Fe I W KK H I, I KK WKWK
—x #H- —HHEHT
T I I I HEH KW e I I I I I I I I I K K I I I I I K I I I I I I I I I I 36 I I I I I I I I I I I I H I H K I I I I I KN W I I I KK
dot11SMTbase OBJECT-GROUP
OBJECTS {

dot11StationlD,

dotl1MediumOccupacyLimit,

dotl11CFPollable,
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dot11CFPPeriod,
dot11CFPMaxDuration,
dotll AuthenticationResponseTimeQut,
dotl1PowerManagementMode,
dot11DesiredSSID,
dotl1DesiredBSSType,
dot11OperationalRatesSet,
dot11BeaconPeriod,
dot11DTIMPeriod,
dotl1AssociationResponse TimeQOut}

STATUS deprecated

DESCRIPTION

“SMT Xt H7 STA L REDEATFRFLUIEE STA PR H#R, 8 STA AR
2 HL TG R 68 i) — BB 4> A AR
::={ dotllGroup 1 }

dot11MACbase OBJECT-GROUP
OBJECTS { dot11MACAddress,
dotl1Address,
dot11GroupAddressesStatus,
dot11RTSThreshold,
dotl11ShortRetryLimit,
dotllLongRetryLimit,
dotl1FreagmentationThreshold,
dotl1MaxTransmitMSDULifetime,
dotl1MaxReceiveLifetime,
dotl1ManufacturerID,
dotl1ProductID }
STATUS current
DESCRIPTION
“MAC X REA[VTRIEH WRBFIWERMBIE. UREEZERZHHERBEEE
B EM IR
::={ dotl1Group 3 }

dot11MACStatistics OBJECT-GROUP
OBJECTS { dotl1RetryCount,
dotl1MutipleRetryCount,
dot]1 1RTSSuccessCount,
dot11RTSFailCount,
dotl1 ACKFailureCount,
dotl1FrameDuplicateCount }
STATUS current

DESCRIPTION
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“MACStatistics it MACBRELHWT BEITEE X TMERTETHMN.”
::={ dotl1Group 4 }

dotl1ResourceTypelD OBJECT-GROUP

OBJECTS { dotllresourceTypelDName,
dotl1manufacturerOUI,
dotllmanufacturerName,
dotl1manufacturerProductName,
dotllmanufacturerProductVersion }

STATUS current

DESCRIPTION

“ZRBRMEM TR STA,STA AR U RAR K & RARA.”
::={ dotllGroup 5 }

dot11SmtAuthenticationAlgorithms OBJECT-GROUP
OBJECTS { dotllAuthenticationAlgorithm, dotl1lAuthenticationAlgorithmsEnable }
STATUS current
DESCRIPTION

"EERBIEEER."
::= {dotl1Groups 6 }

dot11PhyOperationComplianceGroup OBJECT-GROUP
OBJECTS { dotl1PHYType, dotl1CurrentRegDomain, dotll1TempType }
STATUS current
DESCRIPTION
“PHY B#AERM.”
::={ dotl1Groups 7 }

dot11PhyAntennaComplianceGroup OBJECT-GROUP
OBJECTS { dotl1CurrentTxAntenna,dotl1DiversitySupport,dotl1CurrentRxAntenna }
STATUS current
DESCRIPTION
AR R REE.”
::={ dotl1Groups 8 }

dotl1PhyTxPowerComplianceGroup OBJECT-GROUP

OBJECTS { dotl11NumberSupportedPowerLevels,dot11TxPowerLevell,
dotl1TxPowerLevel2, dotllTxPowerLevel3, dotllTxPowerLeveld,
dotl1TxPowerLevel5, dotllTxPowerlLevel6, dotllTxPowerLevel7,
dotl1 TxPowerLevel8, dotllCurrentTxPowerlevel }

STATUS current

DESCRIPTION

“RBTT R R AR
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::={ dot11Groups 9 }

dot11PhyFHSSComplianceGroup OBJECT-GROUP

OBJECTS { dotl1HopTime, dotl1CurrentChannelnumber, dotl1MaxDwellTime,
dot11CurrentDwell Time, dotl1CurrentSet, dotl1CurrentPattern,
dotl1CurrentIndex }

STATUS current

DESCRIPTION

“AMTER R E R
:: ={ dotl1Groups 10 }

dot11PhyDSSSComplianceGroup OBJECT-GROUP
OBJECTS { dotl1CurrentChannel, dot11CCAModeSupported,
dot11CurrentCCAMode, dotl1Edthreshold }
STATUS current
DESCRIPTION
“FHIEH DSSSECERE.”
:: ={ dotl1Groups 11 }

dot11PhyIRComplianceGroup OBJECT-GROUP
OBJECTS { dotl1CCAWatchdogTimerMax, dotl1CCAWatchdogCountMax,
"dotl1CCAWatchdog TimerMin, dotl1CCAWatchdogCountMin }
STATUS current
DESCRIPTION
“EHMBHEFT IRWEERE.”
::={ dotl1Groups 12 }

dotl1PhyRegDomainsSupportGroup OBJECT-GROUP
OBJECTS { dotl1RegDomainsSupportValue }
STATUS current
DESCRIPTION

“BEX BB R
::=1{ dotl1Groups 13 }

dotl1PhyAntennasListGroup OBJECT-GROUP

OBJECTS { dotl1SupportedTxAntenna,
dotl1SupportedRxAntenna,
dotl1DiversitySelectionRx }

STATUS current

DESCRIPTION

“BEXFFHEEE R
:: ={ dotl1Groups 14 }

dotl1PhyRatesGroup OBJECT-GROUP
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OBJECTS { dotl1SupportedDataRatesTxValue,
dotl1SupportedDataRatesRxValue }
STATUS current
DESCRIPTION
“BAEE R R
::=1{ dotllGroup 15 }

dotl11CountersGroup OBJECT-GROUP
OBJECTS { dotl1TransmittedFragmentCount,
dotl1MuticastTransmittedFrameCount,
dotl1FailedCount,
dotl1ReceivedFragmentCount,
dotl1MulticastReceivedFrameCount,
dot11FCSErrorCount,
dotllTransmittedFrameCount }
STATUS current
DESCRIPTION
“dot11MACStatistics 4 P KR 7E dotl1CountersGroup P B H: .
XX RELEE.”
::={ dotl1Groups 16 }

dotl1NotofocationGroup NOTIFICATION-GROUP

NOTIFICATIONS { dotl1Disassociate,
dotl1Deauthentication,
dot11AuthenticationFail }

STATUS current

DESCRIPTION

“ERAEE.”
::={ dotl1Groups 17 }

dot11SMTbase2 OBJECT-GROUP
OBJECTS { dotl1MediumOccupancyLimit,
dot11CFPollable,
dot11CFPPeriod,
dot11CFPMaxDuration,
dotll AuthenticationResponseTimeOut,
dotl1PowerManagementMode,
dot11DesiredSSID,
dotl1DesiredBSSType,
dotl1OperationalRatesSet,
dotl1BeaconPeriod,
dot11DTIMPeriod,
dotl1lAssociationResponse TimeQut,
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dotl1DisassociateReason,
dot11DisassociationStation,
doti1DeauthenticationReason,
dotl1DeauthenticationStation,
dotllAuthenticationFailStatus,
dotl1AuthenticationFailStation }
STATUS current
DESCRIPTION
“SMTbase2 X K7 STA FRHELEHXIFUUEE STA Fiy#=E, {#48 STA T
R AHTE M % — PR TE.”
::={ dotl1Groups 18 }

3K e I I e e He I I 36K I I I 33 I IE I I I I I I I I I I I I I I I I I IEIE 3 I I I I HE W I IEIE I I I I KKK I K I H IR

x  IEEE802dot11-MIB 453

363 I 2 2 I KKK K KW KKK KKK I I I I I I I I I I I I I 3630 303 363 I I I 3630336 3 36333 3 3 3 3 3 3 3 3 I 36 36 36 I 3 36 3 36 3 3 36 % %

END

63636 I I I K I I I I Ko e T I I Ko 3 He 3K I3 I F I I I I I I A I A I W K

x GB 15629dot11-WAPI-MIB & X F#8

I I I I I3 I I F I I I I I I 3 I 3 I I I I I I I I I I H WK HH

GB15629dot11-WAPI-MIB DEFINITIONS . .= BEGIN

IMPORTS
MODULE-IDENTITY,OBJECT-TYPE, Counter32,
Unsigned32 FROM SNMPv2-SMI
MacAddress, TruthValue, DisplayString FROM SNMPv2-TC
MODULE-COMPLIANCE, OBJECT-GROUP FROM SNMPv2-CONF
ifIndex FROM RFC1213-MIB;

36 H He I I I I W I KK I I H K I I I I I I I I IE I I I I I I I I KKK
x  BBIRA
I I I I I I I I H I H W I I I I I I I I W I I e I 336 36 I I I I I I I I I X WX
gbl15629dotl 1wapiMIB MODULE-IDENTITY
ORGANIZATION
“oh E RHF LR 1P 54 T4E4H (ChinaBWIPS) (China Broadband Wireless IP Standard Group )”
CONTACT-INFO
“THAFERMT:
WAL PEAERHEAR™ LI R XGRS 884 54
HR B 4 H5 : 710075
B 5 . 86-29-87607826
f£ K :86-29-87607829
E-mail; bwips@chinabwips. org
Address:P. O. BOX 88, West High-tech Development Center, Xi’an, China.
Postcode: 710075
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Tel: +86 29 87607826
Fax: +86 29 87607829”
DESCRIPTION
“EEAMAM WAPT B,
::= { iso(1) member-body(2) cn(156) bwips(11235) GB15629(15629) GB15629-11(11)
GB15629-11-mibs(1) 1 }

K KWK Fe e K K I I I H K I K He I Ko K N KKK

x  EHEEH

I I KKK I I H KK I KWK K H I I I I W W KK N
wapiMIBObjects OBJECT IDENTIFIER ::= { gb15629dotl1wapiMIB 1 }
wapiMIBConformance OBJECT IDENTIFIER ::= { gb15629dotl1wapiMIB 2 }

T KEEERKRRKKEEERRERERKIHI NN KR HNRRRERERKRNNN

— % wapiMIBObjects 1 ) 38

T K KK I K I KK K I I I K I W I KKK KW H W W NN NN NNK

—— gb15629dotl1wapiConfig ::= { wapiMIBObjects 1 }
—— gb15629dotl1wapiConfigUnicastCiphers ::= { wapiMIBObjects 2 }
——- gb15629dotl1wapiConfigAuthenticationSuites ::= { wapiMIBObjects 3 }
—— gb15629dotl1wapiStats ::= { wapiMIBObjects 4 }

H KK e He I KoK H I I A I W e I e He K He I I I 36 I3 I I I I I I I 6 I I I I H I I I I W I W I I K I I I I I I I I I K e I e I KKK KKK
*  gbl5629dotl1wapiConfig FEFH 1§
I I K I I I I I W I He I I A K I I HH K I HH KK I I I I e I P I I I I I I I I I I I I H H 3K I I K WK I KKK IR
gb15629dotl11wapiConfig OBJECT-TYPE
SYNTAX SEQUENCE OF Gb15629dot]l1wapiConfigEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“ReBRE, URKEX AT - TREBLE A L.
:: =1{ wapiMIBObjects 1 }

gb15629dotl1wapiConfigEntry OBJECT-TYPE

SYNTAX Gb15629dotl1wapiConfigEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
“gb15629dotl1wapiConfigTable fj— %M., FrAlge— M RELAFEIMED, B ED
BifE—B MAC #ifit, A DA Internet 454 MIB E F X O LR R —— M
9, Bt ifIndex X9 5 SE (B BE B 86 T AR IR L b 58 S A9 AH R X R L4
ifindex— & — A MBEHE O — 4 ifEntry R RR, & MIB R F O RH iflndex
b -1

INDEX {ifIndex}
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::=1{ gbl5629dotl1wapiConfig 1 }

gb15629dotl1wapiConfigEntry.: =

SEQUENCE ({

gb15629dotl1wapiConfigVersion Integer32,
gb15629dotl1wapiControlled AuthControl TruthValue,
gb15629dotl1wapiControlledPortControl INTEGER,
gb15629dotl1wapiOptionallmplemented TruthValue,
gb15629dotl1wapiPreauthenticationImplemented TruthValue,
gb15629dotl1wapiEnabled TruthValue,
gb15629dotl1wapiPreauthenticationEnabled TruthValue,
gb15629dotl1wapiConfigUnicastKeysSupported Unsigned32,
gb15629dotl1wapiConfigUnicastRekeyMethod INTEGER,
gb15629dotl1wapiConfigUnicastRekeyTime Unsigned32,
gb15629dotl1wapiConfigUnicastRekeyPackets Unsigned32,
gb15629dotl1wapiConfigMulticastCipher OCTET STRING,
gb15629dotl1wapiConfigMulticastRekeyMethod INTEGER,
gb15629dotl1wapiConfigMulticastRekeyTime Unsigned32,
gb15629dotl1wapiConfigMulticastRekeyPackets Unsigned32,
gb15629dotl1wapiConfigMulticastRekeyStrict TruthValue,
gb15629dotl1wapiConfigPSK Value OCTET STRING,
gb15629dot11wapiConfigPSKPassPhrase DisplayString,
gb15629dotl1wapiConfigCertificateUpdateCount Unsigned32,
gb15629dotl1wapiConfigMulticastUpdateCount Unsigned32,
gb15629dotl1wapiConfigUnicastUpdateCount Unsigned32,
gb15629dotl 1wapiConfigMulticastCipherSize Unsigned32,
gb15629dot11wapiConfigBKLifetime Unsigned32,
gb15629dotl1wapiConfigBKReauthThreshold Unsigned32,
gb15629dotl1wapiConfigSATimeout Unsigned32,

gb15629dotl1wapiAuthenticationSuiteSelected
gb15629dotl1wapiUnicastCipherSelected
gb15629dotl1wapiMulticastCipherSelected
gb15629dot11wapiBKIDUsed
gb15629dotl1wapiAuthenticationSuiteRequested
gb15629dotl1wapiUnicastCipherRequested
gb15629dot11wapiMulticastCipherRequested

gb15629dotl1wapiConfigVersion OBJECT-TYPE

SYNTAX Integer32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“BRELBEXHN WAPI BB IRAES.”
::= { gb15629dotl1wapiConfigEntry 1}

OCTET STRING,
OCTET STRING,
OCTET STRING,
OCTET STRING,
OCTET STRING,
OCTET STRING,
OCTET STRING }
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gb15629dotl1wapiControlledAuthControl OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“GRERALERTEALYN. HENB MRS ABALH ZEROBRENEE
B ERE, MR G SR, ZE O RRA bR O RS H R
gb15629dot11wapiControlledPortControl gt € ,”

::= { gbl5629dotl1wapiConfigEntry 2}

gb15629dotl1wapiControlledPortControl OBJECT-TYPE

SYNTAX INTEGER

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“ZRUEFZARETER OB H 28, ¥4 gbl5629dotl 1 wapiControlledAuthControl i K B
A EHOMERA B  ZERONRERATLEHER:EZEN L, ER BHRE
B, ZEROBRSTEMG R RER.”

::= { gb15629dotl1wapiConfigEntry 3}

gb15629dotl1wapiOptionIlmplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“GERBALERTART WAPI 188, BREN K, R4 XK WAPIZhRE; F W, &R
AXF WAPLZhRE.”

::= { gb15629dotl1wapiConfigEntry 4 }

gb15629dotllwapiPreauthenticationImplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“UAEBRBARLTERRES IF WAPI #i4 5. BRIE gbl5629dotl1wapiOptionImplemented BUE
HE. BN, ZERARBERE.”

;1= { gb15629dot11wapiConfigEntry 5 }

gb15629dotl1wapiEnabled OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
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DESCRIPTION
"MONER,ZM BRI LR L WAPL E¥IE . LA E 2SR REE
MR WAPLfERTE."

::= { gb15629dotl1wapiConfigEntry 6 }

gb15629dotl1wapiPreauthenticationEnabled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"WMHHEN, EWNRERKELA LM WAPI FIL S EHE. AR ERE
dot11WAPI Enabled tt B 5 & ."

::= { gb15629dotl1wapiConfigEntry 7 }

gb15629dotl1wapiConfigUnicastKeysSupported OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“BGX RIS WAPL TR B BEAI K.
::= { gb15629dotl1wapiConfigEntry 8 }

gb15629dotl11wapiConfigUnicastRekeyMethod OBJECT-TYPE
SYNTAX INTEGER { disabled(1), timeBased(2),
packetBased(3), timepacket-Based(4) }

MAX-ACCESS read-write

STATUS current

DESCRIPTION
“BXTREFE MG OREH B WAPL %4 USK, RIARETHEM, —K—K,
USK ) #h#2Y4 AE 5{ ASUE AR L& RE.”

DEFVAL { timeBased }

::= { gb15629dotl1wapiConfigEntry 9 }

gb15629dotl 1wapiConfigUnicastRekeyTime OBJECT-TYPE

SYNTAX Unsigned32 (1..4294967295)

UNITS “#”

MAX-ACCESS read-write

STATUS current

DESCRIPTION
“WAPI USK FEEH R ER . — B USK #ii3 MLME-SETWPIKEYS. request
FRERERE SRR ITIE.”

DEFVAL { 86400 }

::= { gb15629dotl1wapiConfigEntry 10 }
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gb15629dotllwapiConfigUnicastRekeyPackets OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
UNITS “1000 443"
MAX-ACCESS read-write
STATUS current
DESCRIPTION

“ WAPI USK BEEH K0 A% (L 1000 M4 BN, —H USK @it MLME-
SETWPIKEYS. request JRiE R B 5, 0 H T BB MF B TE, 5t R A 2485 USK b

FRFHNE.”
::= { gbl5629dotl1wapiConfigEntry 11 }

gb15629dot11wapiConfigMulticastCipher OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(4))
MAZX-ACCESS read-write
STATUS current
DESCRIPTION

“BXRIEREBUDFRANEBRERENS. WAPIERTRNABEBEMRRMAZK

ARME, EET=N/MAMHEK OUL 5—A AN HMEBESFRR.”
:: = { gb15629dotl1wapiConfigEntry 12 }

gb15629dotl1wapiConfigMulticastRekeyMethod OBJECT-TYPE
SYNTAX INTEGER { disabled(1), timeBased(2),
packetBased(3), timepacket-Based(4) }
MAX-ACCESS read-write
STATUS current
DESCRIPTION

“BREFHE LG R EHT R WAPL %4 MSK. BRARE FaEIK, —K—K.

MSK WEH ReEh#H Y AE AN LERE.”
DEFVAL { timeBased }
::= { gb15629dotl1wapiConfigEntry 13 }

gb15629dotl1wapiConfigMulticastRekeyTime OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
UNITS “#b”
MAX-ACCESS read-write
STATUS current
DESCRIPTION

“WAPI MSK FEEH KB H ER. —H MSK i MLME-SETWPIKEYS. request

FERERE TSR AR ITIE.”
DEFVAL { 86400 }
::= { gb15629dotl1wapiConfigEntry 14 }
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gb15629dotl1wapiConfigMulticastRekeyPackets OBJECT-TYPE

SYNTAX Unsigned32 (1..4294967295)

UNITS “1000 4~43#”

MAX-ACCESS read-write

STATUS current

DESCRIPTION
“WAPI MSK M EE & sy 4 A3+ % (L 1000 M A ¥, — B MSK i@
MLME-SETWPIKEYS. request JRi& & B J5, 2 H it A M 6 THE, 53R A 48
MSK fm#& 12 243"

::= { gbl15629dotl1wapiConfigEntry 15}

gb15629dot11wapiConfigMulticastRekeyStrict OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
“Rit STA fr AR BEHFHE FH MSK i BSS, TN R B RESEAFY MSK &
BHITERH.”

::= { gbl5629dot11wapiConfigEntry 16 }

gb15629dotl1wapiConfigPSKValue OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(32))

MAX-ACCESS read-write

STATUS current

DESCRIPTION
“¥ PSK B 3% WAPI ) AKM E£44mf i) PSK {H, BK XX R ¥R L. &5t
FERBIFERASHN, FERZEREEARARIHREZEEXRE.”

::= { gb15629dotllwapiConfigEntry 17 }

gb15629dotl11wapiConfigPSKPassPhrase OBJECT-TYPE

SYNTAX DisplayString

MAX-ACCESS read-write

STATUS current

DESCRIPTION
“¥ PSK #R 3% WAPI 1§ AKM E{#4ath) PSK {8, PSK i i
gb15629dotl1wapiConfigPSKValue RRCE . B —FMAIBH FEREHA DS —FHR S
ki E PSK, ZERBUT —MBADSHTE . YEWRES A, WAPI Lk
HFAODA -BEHEERSH - TR EEHA ATASHNEHAS
gb15629dot11wapiConfigPSKValue, 3 R:2%#E F R REH. EBIZN £ ¥IE B AR
HREXEEXHTE.”

::= { gbl15629dotl1wapiConfigEntry 18 }

gb15629dotl1wapiConfigCertificateUpdateCount OBJECT-TYPE
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SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
“ABRIEBEHNEBFS WAPIEBEHNEBEFHUMEBEARE.”
DEFVAL { 3 }
+:= { gb15629dotl1wapiConfigEntry 19 }

gb15629dotl1wapiConfigMulticastUpdateCount OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
“EBR MSK BF+ , WAPI B EHETFHIHHEEAHNKRE.”
DEFVAL { 3 }
:: = { gb15629dotl1wapiConfigEntry 20 }

gb15629dotl1wapiConfigUnicastUpdateCount OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
“ABXR3KEFP , WAPI R EFEHABFHINHHEEERHRE.”
DEFVAL { 3}
::= { gb15629dotl1wapiConfigEntry 21 }

gb15629dotl1wapiConfigMulticastCipherSize OBJECT-TYPE

SYNTAX Unsigned32 (0..4294967295)

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“BWBIERABRTFAREAOME. T SMS4 ki, KEMBMNZN 256, BiHE 128 ik
mEFY,GE 128 L ARBHERBESH.”

::= { gb15629dotl1wapiConfigEntry 22 }

gb15629dot11wapiConfigBK Lifetime OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
UNITS “#”
MAX-ACCESS read-write
STATUS current
DESCRIPTION

“BK &+, — /1 BK WEBKEFHFH.”

DEFVAL { 43200 }
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:: = { gb15629dotl1lwapiConfigEntry 23 }

gb15629dotl1wapiConfigBKReauthThreshold OBJECT-TYPE
SYNTAX Unsigned32 (1..100)
UNITS “B4aw”
MAX-ACCESS read-write
STATUS current
DESCRIPTION
“EEHATIEBEMNZE, M LB BK A FHME ST
DEFVAL { 70 }
:: = { gb15629dotllwapiConfigEntry 24 }

gb15629dotl1wapiConfigSATimeout OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
UNITS “#”
MAX-ACCESS read-write
STATUS current
DESCRIPTION
“REXBRBILFERRKHE.”
DEFVAL { 60 }
::= { gbl15629dotl1wapiConfigEntry 25 }

gb15629dotl 1wapiAuthenticationSuiteSelected OBJECT-TYPE
SYNTAX OCTET STRING (SiZE(4))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“BIE—WRHEK AKM E£4.”
:: = { gb15629dotl1wapiConfigEntry 26 }

gb15629dotl1wapiUnicastCipherSelected OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(4))
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“‘BE R EN A BELES.”
:: = { gb15629dotllwapiConfigEntry 27

gb15629dotl1wapiMulticastCipherSelected OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(4))
MAX-ACCESS read-only
STATUS current

DESCRIPTION
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“BE—XODHENHABREEES.
{ gb15629dotl1wapiConfigEntry 28 }

gb15629dotl1wapiBKIDUsed OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(16))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“BIE—RBAEFHET SR ERK BKID,”

= { gb15629dotl1wapiConfigEntry 29 }

gb15629dotl1wapiAuthenticationSuiteRequested OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(4))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“BE—WHERK AKM E4F.”

= { gb15629dotl1wapiConfigEntry 30 }

gb15629dotl1wapiUnicastCipherRequested OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(4))

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“BEE—KERNRBELES.”

= { gb15629dotl1wapiConfigEntry 31 }

gb15629dotl1wapiGroupCipherRequested OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(4))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“BIE—RERNHBEDES.”
{ gb15629dotl1wapiConfigEntry 32 }

WK K K KK KK I I I IE I K I KK I I I I, K I KKK I I I I I I I I KK, KW KRN RN K

gb15629dotl1wapiConfig £H &5

W I H W I I I K e KK I I I K H K H I 3 I K I I I I 3 H I I I I I 36 I 36 I I I I 36 I 96 I I I I I I I I I KNI WHHN

I3 I H K KW I I K K K IR K H K H K I I I K I I I3 I X I3 I I I I 36 I I K I I I I K I I I I I I NN HHRKR

* gbl15629dotl1wapiConfigUnicastCiphers ¥ FH 1§

I I I I I H I I I K I I K I I H I K KNI I NI I I I I 36333 56 KK I X 23K HHHH KKK

gb15629dotl1wapiConfigUnicastCiphers OBJECT-TYPE
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MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“GERBINHTEAIRFHAEEBESF, AFEINEERERENE LS - RIESH
BEHS. WAPIGREXXTHABEBREAFRRESZRBTHFERHWERN.”
:: = { wapiMIBObjects 2 }

gb15629dotl1wapiConfigUnicastCiphersEntry OBJECT-TYPE
SYNTAX Gb15629dotl1wapiConfigUnicastCiphersEntry
MAX-ACCESS not-accessible '
STATUS current
DESCRIPTION
“BBRBHEABROAEORSI(EFBEDMABEFLESHRERTIN.”
INDEX { gb15629dot11wapiConfigindex, gb15629dot11wapiConfigUnicastCipherIndex }
:: = { gb15629dotl1wapiConfigUnicastCiphersTable 1 }

Gb15629dotl1wapiConfigUnicastCiphersEntry ;::=

SEQUENCE ({

gb15629dotl1wapiConfigUnicastCipherIndex Unsigned32,
gb15629dotl1wapiConfigUnicastCipher OCTET STRING,
gb15629dot11 wapiConfigUnicastCipherEnabled TruthValue,
gb15629dotl1wapiConfigUnicastCipherSize Unsigned32 }

gb15629dotl1wapiConfigUnicastCipherIlndex OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“ gb15629dotl 1wapiConfigUnicastCiphersTable f H A3 BH &K 5| .”
::= { gb15629dotl1wapiConfigUnicastCiphersEntry 1 }

gb15629dotl1wapiConfigUnicastCipher OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(4))
MAX-ACCESS read-only
STATUS current

DESCRIPTION
“BrXfFH BB ERES. EAE - OUIGI =AM A4 M~ BEBEARRERE
— ML ED 7

::= { gb15629dotl1wapiConfigUnicastCiphersEntry 2 }

gb15629dotl1wapiConfigUnicastCipherEnabled OBJECT-TYPE
SYNTAX TruthValue

MAX-ACCESS read-write
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STATUS current
DESCRIPTION

“TON RBME B I RS
::= { gb15629dotl1wapiConfigUnicastCiphersEntry 3 }

gb15629dotl1wapiConfigUnicastCipherSize OBJECT-TYPE
SYNTAX Unsigned32 (0. .4294967295)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“BtRIEREBRFHKENME ., X T SMS4 %, KEERMIZN 256, AT 128 il
mEEH,EE 128 L EBEERBRES.”
::= { gb15629dotl1wapiConfigUnicastCiphersEntry 4 }
T RN N W KK KK WK KK H WK KK I W NI I I I I KNI I I I W I I I I H I WP KWW KK KN N K

—— x gb15629dotl1wapiConfigUnicastCiphers {455

T KX R RN KKK KWWK K KWK KN KKK KW HH KKK KKK K Fe K H KK I H KK KKK I KK, KN KN KK

T RR KKK KKK NN KKK KN KK H KK KK H KK W I A H K K KK K I W I I HH KKK KKK NN
—— x gb15629dotllwapiConfigAuthenticationSuites FEHIf
T R W H I WK I I KWK He H I H KK I I NN M H KoK I He K K I I K H K I I I I KN K
gb15629dotl1wapiConfigAuthenticationSuites OBJECT-TYPE
SYNTAX SEQUENCE OF Gb15629dot11wapiConfigAuthenticationSuitesEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“EEHIIE T LKA AKM E4, B AKM E4 7 DISMBEREE L. WAPI
FRITEPH AKM E4FIREH RREHEBHEMN.”
:: = { wapiMIBObjects 3 }

gb15629dotl1wapiConfigAuthenticationSuitesEntry OBJECT-TYPE
SYNTAX Gb15629dotl1wapiConfigAuthenticationSuitesEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“ZH#% gb15629dotl 1wapiConfigAuthenticationSuitesTable 1 — 4% H.”
INDEX { gb15629dotl1wapiConfigAuthenticationSuitelndex }
::= { gbl15629dotl1wapiConfigAuthenticationSuitesTable 1 }

Gb15629dotl11wapiConfigAuthenticationSuitesEntry ;.=

SEQUENCE {

gb15629dot11wapiConfigAuthenticationSuiteIndex Unsigned32,
gb15629dot11wapiConfigAuthenticationSuite OCTET STRING,
gb15629dotl1wapiConfigAuthenticationSuiteEnabled TruthValue }
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gb15629dotl1wapiConfigAuthenticationSuiteIndex OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“ B B 8 H1E £ gbl5629dotl1wapiConfigAuthenticationSuitesTable # — 4~

5.
::= { gb15629dotl1wapiConfigAuthenticationSuitesEntry 1 }

gb15629dotl11wapiConfigAuthenticationSuite OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(4))

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“AKM £, Ea#F—1 OUIGEI =EAM N E) A— N BBREAHFREE — /A
#4).”

:: = { gbh15629dotl1wapiConfigAuthenticationSuitesEntry 2 }

gb15629dotl1wapiConfigAuthenticationSuiteEnabled OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION
“GRBESHENE AKM Z24RA TFREEREIERS.”
:: = { gb15629dotl1wapiConfigAuthenticationSuitesEntry 3 }

He Ko He I H Ko I I I Ko I e K I I I K I I K I IEIE I I I I H I W I I I I NI I W I I N H I K KN K KWK NN K

* gbl15629dotl1wapiConfigAuthenticationSuites FZ5E

K I I3 K I3 KK I e I I I I I I KK F I I FE I I I I I A WA I I W I AWK KKK KRN HH NN

e 3K I e e H I I H I I He I I K Ko I I H He I I He I I I He W H I I W I I K He F K H I H K I K I KK KK K KKK

» gbl15629dotl1wapiStats FIFHA

KKK KX ¥ KK I I I I I I I K I I K I I W I I I I N KN KKK KWK KKK KK KWK KWW NN

gb15629dot11wapiStats OBJECT-TYPE

SYNTAX SEQUENCE OF Gb15629dotl1wapiStatsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“BLREP WAPI B STA WS8R, gbl5629dotl1wapiStatsSTAAddress XKy
FF-FF-FF-FF-FF-FF & BN A& %/ A% L 5.7
:: = { wapiMIBObjects 4 }

gb15629dotl1wapiStatsEntry OBJECT-TYPE
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SYNTAX Gb15629dotl1wapiStatsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“Z#s gb15629dotl 1wapiStatsTable ) —4%H .”

INDEX { gb15629dotl1wapiConfigIndex,gb15629dotl1wapiStatsIndex }

= { gb15629dotl1wapiStats 1 }

Gb15629dotl 1wapiStatsEntry :: =

SEQUENCE {

gb15629dotl 1wapiStatsIndex
gb15629dotl1wapiStatsSTAAddress
gb15629dotl1wapiStatsVersion
gb15629dotl1wapiStatsControlledPortStatus
gb15629dotl1wapiStatsSelectedUnicastCipher
gb15629dotl1wapiStatsWPIReplayCounters
gbl15629dotl1wapiStatsWPIDecryptableErrors
gb15629dotl1wapiStatsWPIMICErrors
gb15629dotl1wapiStatsW AlSignatureErrors
gb15629dotl1wapiStatsWAIHMACETrrors
gb15629dotl1wapiStatsW AIAuthenticationResultFailures
gb15629dotl1wapiStatsW AlDiscardCounters
gb15629dot11wapiStatsWAITimeoutCounters
gb15629dotl1wapiStatsW AlFormatErrors
gb15629dotl1wapiStatsWAICertificateHandshakeFailures
gb15629dotl1wapiStatsWAIUnicastHandshakeFailures
gb15629dotl 1 wapiStatsW AIMulticastHandshakeFailures

gb15629dotl1wapiStatsIndex OBJECT-TYPE

SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“F# gbl5629dotllwapiStatsTable B — /4B BI &3] .”

= { gbl15629dotl1wapiStatsEntry 1 }

gb15629dotl1wapiStatsSTAAddress OBJECT-TYPE

196

SYNTAX MacAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“STA ) MAC it .”

= { gbl15629dotllwapiStatsEntry 2 }

Unsigned32,
MacAddress,
Unsigned32,
TruthValue,

OCTET STRING,

Counter32,
Counter32,
Counter32,
Counter32,
Counter32,
Counter32,
Counter32,
Counter32,
Counter32,
Counter32,
Counter32,
Counter32}
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gb15629dotl1wapiStatsVersion OBJECT-TYPE
SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“STA BrcBk#) WAPI fi 4 .”
::= { gb15629dotl1wapiStatsEntry 3 }

gb15629dotl 1 wapiStatsControlledPortStatus OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION
‘U FRESAENZEROGRE. REIE ZRBEH TN, RBR KEF.”
:: = { gbl5629dotl1wapiStatsEntry 4 }

gb15629dotl1wapiStatsSelectedUnicastCipher OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(4))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“RESBTHEANERBERES.”
:: = { gbl5629dotl1wapiStatsEntry 5 }

gb15629dotl1wapiStatsWPIReplayCounter OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“REERVLEHEF K WPI MPDU ¥ H.”
::= { gbl5629dotl1wapiStatsEntry 6 }

gb15629dotl1wapiStatsWPIDecryptableErrors OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“WPI-SMS4 RN BEFH RN EH M EF K MPDU ¥ H.”
::= { gb15629dotllwapiStatsEntry 7 }

gb15629dot11wapiStatsWPIMICErrors OBJECT-TYPE
SYNTAX Counter32

MAX-ACCESS read-only
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STATUS current
DESCRIPTION
“WPI-SMS4 R Bt MIC B Hi 451 £ FF 9 MPDU $(H ,”
::= { gbl15629dotl1wapiStatsEntry 8 }

gb15629dotl1wapiStatsW AlSignatureErrors OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“EWEIR WAL S R IE S 2 450, BT 4088 N s g .~
::=1{ gbl15629dotl1wapiStatsEntry 9 }

gb15629dotl1wapiStatsWAIHMACErrors OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“UBRWKEIR WAL 5B X R R BN, I AR .
::+={ gbl5629dotl1wapiStatsEntry 10}

gb15629dotl1wapiStatsWAIAuthenticationResultFailures OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“Y WAL B FI 5 RA BRI, B SR s 1 .7
::=1{ gb15629dotllwapiStatsEntry 11}

gb15629dotl1wapiStatsW AlDiscardCounters OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“HBWEIK WAT SHBEFH TR
::=1{ gbl15629dot]l1lwapiStatsEntry 12}

gb15629dotl1wapiStatsWAITimeoutCounters OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“ERI B WAL 5y 4 o i, T B RS R 7
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::={ gbl5629dotl1wapiStatsEntry 13}

gb15629dotl1wapiStatsWAIFormatErrors OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
LRI B WAL S AR, R AR R
:: ={ gbl5629dotl1wapiStatsEntry 14}

gb15629dotl1wapiStatsW AlCertificateHandshakeFailures OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“X WATEH % 558 8 5% W, B AR i 2y .~
:: ={ gbl5629dotllwapiStatsEntry 15}

gh15629dotl1wapiStatsWAIUnicastHandshakeFailures OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“Y WAI B #E %A R B R e, B AR N 3 7
:: ={ gb15629dotl1wapiStatsEntry 16}

gb15629dotl 1wapiStatsWAIMulticastHandshakeFailures OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“Y WAL HBFHE G SRR, Tt A i i . ”
::=1{ gbl5629dotl1wapiStatsEntry 17}

T XN HKNN ¥ ¥ KK * He W He Ko Ko Ko e I Fe I HH e Ko K He A I KW N H I K KN WK e K H KRN HHe e RN
—— % gbl15629dotl1wapiStats FLEHR
T KRR KRR R KKK H KRR R K KR W R W NN RN NN * * * W I I K He e H HK Ko I K He e KKK N K HHHH

T R R KK KKK K KK KKK I KWK KKK H KK KK KN KKK N KKK

* GB15629.11 WAPI MIB - —®#ELR
* * KK KX * HRKKEKERHKKKKKKK RN R HHRXNXK
gb15629dotl1wapiGroups OBJECT IDENTIFIER ::= { wapiMIBConformance 1 }

gb15629wapiCompliances OBJECT IDENTIFIER::= { wapiMIBConformance 2 }
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F K e I H I I I I I I IR I W F I WK K I K H K I Ko 2 Ko I I I I I I I I I I IE I I 3 I I I F I I I I I I 3K I KW WX

» —FHHER - WAPI

I I W I I KKK H KK, HIE I KKK KK KK KKK I I I I 6 I e 3 I 26 I 36 36 I 3 3 3 333 I K 96 3 9 3 3 3 3 % %

gb15629dotl1wapiCompliance MODULE-COMPLIANCE
STATUS current
DESCRIPTION
“SCHAHNE WAPI MIB ) SNMPv2 L) — B 85,7
MODULE
MANDATORY-GROUPS {
gb15629dotl1wapiBase }
—— OPTIONAL-GROUPS {gb15629dotl1wapiBKcachingGroup }
::= { gb15629WapiCompliances 1 }

3 KK I I I KK I I I I I I K I I KK H W 3 I I I I I I K I I I I I3 I I I I I K IE K I K KA I KKK N

x - —HPEBE - WAPI
I KKK I H I K I I I I I KK, I I HK W H I K I H I H K I I I K I I I I H I H I K I H KN K
gb15629dotl1wapiBase OBJECT-GROUP
OBJECTS {
gb15629dotl1wapiConfigVersion,
gb15629dotl 1wapiControlled AuthControl,
gb15629dot11wapiControlledPortControl,
gb15629dotl1wapiOptionallmplemented,

gb15629dotl1wapiPreauthenticationlmplemented,
gb15629dotl1wapiEnabled,
gb15629dotl1wapiPreauthenticationEnabled,
gb15629dotl1wapiConfigUnicastKeysSupported.,
gb15629dot11wapiConfigUnicastRekeyMethod,
gb15629dotl1wapiConfigUnicastRekeyTime,
gb15629dotl1wapiConfigUnicastRekeyPackets,
gb15629dot11wapiConfigMulticastCipher,
gb15629dot11wapiConfigMulticastRekeyMethod,
gb15629dotl1wapiConfigMulticastRekeyTime,
gb15629dot11wapiConfigMulticastRekeyPackets,
gb15629dot11wapiConfigMulticastRekeyStrict,
gb15629dotl1wapiConfigPSKValue,
gb15629dot11wapiConfigPSKPassPhrase,
gb15629dotl1wapiConfigCertificateUpdateCount,
gb15629dotl1wapiConfigMulticastUpdateCount,
gb15629dotl1wapiConfigUnicastUpdateCount,
gb15629dotl1wapiConfigMulticastCipherSize,
gb15629dotl1wapiConfigUnicastCipher,
gb15629dotl1wapiConfigUnicastCipherEnabled,
gb15629dotl1wapiConfigUnicastCipherSize,

200



GB 15629. 11—2003/XG1—2006

gb15629dotl1wapiConfigAuthenticationSuite,
gb15629dotl1wapiConfigAuthenticationSuiteEnabled,
gb15629dotl1wapiConfigSATimeout,
gb15629dotl1wapiAuthenticationSuiteSelected,
gb15629dotl1wapiUnicastCipherSelected,
gb15629dot11wapiMulticastCipherSelected,
gb15629dotl1wapiBKIDUsed,
gb15629dotl1wapiAuthenticationSuiteRequested,
gb15629dotl1wapiUnicastCipherRequested,
gb15629dotl1wapiMulticastCipherRequested,
gb15629dotl1wapiStatsSTA Address,
gb15629dotl1wapiStatsVersion,
gb15629dot11wapiStatsControlledPortStatus,
gb15629dotl1wapiStatsSelectedUnicastCipher,
gb15629dotl1wapiStatsWPIReplayCounters,
gb15629dotl 1wapiSta.tsWPIDecryptableErrors )
gb15629dotl 1 wapiStatsWPIMICErrors,
gb15629dot11wapiStatsWAISignatureErrors,
gb15629dotl1wapiStatsWAIHMACErrors,
gb15629dotl 1wapiStatsWAIAuthenticationResultFailures,
gb15629dotl 1 wapiStatsW AlDiscardCounters,
gb15629dot11wapiStatsW AITimeoutCounters,
gb15629dotl 1 wapiStatsW AIFormatErrors,
gb15629dotl1wapiStatsWAICertificateHandshakeFailures,
gb15629dotl1wapiStatsWAIUnicastHandshakeFailures,
gb15629dotl1wapiStatsW AIMulticastHandshakeFailures
}

STATUS current

DESCRIPTION
“ gb15629dotl1wapiBase M REMPE T L E KX FFE M STA 1) WAPL ZhfE.”

::= { gb15629dot11WapiGroups 28 }

gb15629dotl1wapiBKcachingGroup OBJECT-GROUP
OBJECTS {gbl15629dotl1wapiConfigBKLifetime,
gb15629dotl1wapiConfigBKReauthThreshold}
STATUS current
DESCRIPTION
“ gb15629dot11wapiBKcachingGroup Xt R KR{Ht T L E K FE H STA i) BK RAFTh8E.”
;2= { gbl5629dotl1 WapiGroups 29 }

I I I K H e K I I I H KK KW KKK H I I KK I I KK KK I I H NI KKK K e K He I Ko I I K I KN W NN KK

%* GB15629dot11-WAPI-MIB &3

HRHEHHHKEKEERKRKEKKN KR KRR KRREEERRRKRRREERIKHRRKRRERERRERX KRR KRR R RN HRNK

END
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115 .76 Mt % D W /e B npff 5 E.

B R E
(BT RHEB R
HBRENHEZMEASUEENSEXAZNUR AR

E.1l HRBRE¥JNHEZE

E. 1.1

$ELWMCES)

# include <string. h>

# define SHA256_BLOCK_SIZE 64
# define SHA256_DIGEST_SIZE 32
typedef unsigned char byte;

typedef struct contxt

{

byte * buff;
unsigned length;
} CONTX;

int sha256 (CONTX * ,int,byte * );

int hmac_sha256 (unsigned char * text, int text_len, byte * key, unsigned key_len, byte * digest,

unsigned digest_length)

/ *
a)
b)
)
d)
e)
1)

g)

unsigned char * text FR T HMAC BE X,

unsigned text_len FTRFIT HMAC B EHCAMKE MM EHED;

byte * key FEARHIT HMAC 3B HWFH;

unsigned key_len ®#/R#1T HMAC ZE M EHNKE MM EALD);

byte » digest Ra#HTT HMACzHHHHE;

unsigned digest_length RR#IT HMACBH, ERHHNBERKE O\ ALHA LD, LA/
FHET sha-256 REEEAT LB OHERE O\RLAZLHLEO.

BREME,JE 0 R Lhrim H R ERKE OV ABD 0 RREK.

byte real_key[ SHA256_BLOCK_SIZE];

byte ipad SHA256_BLOCK_SIZE];

byte opad[ SHA256_BLOCK_SIZE J;

byte temp_digestl[ SHA256_DIGEST_SIZE];
byte temp_digest2[ SHA256_DIGEST_SIZE|;
CONTX input_data[ 2];

unsigned i;
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if (digest_length™>SHA256_DIGEST_SIZE)

return O;

for(i=0;i<C SHA256_BLOCK_SIZE;i+ +){
real_key[i]=0;
ipad[i]=0x36;
opad[i]=0x5¢;

/ % if key_len is larger than hash block size, key is hashed first to make its length is equal hash block
size * /
if(key_len> SHA256_BLOCK_SIZE){
input_data[ 0]. buff =key;
input_data[0]. length=key_len;
SHAZ256 (input_data,1,real_key);
key_len= SHA256_BLOCK_SIZE;
}
else

memcpy (real_key, key,key_len) ;

for(i=0;i<C SHA256_BLOCK_SIZE;i++){
ipad[i]~=real_key[i];
opad[i]-=real_key[i];
}
/ * sha256 (Key xor ipad,text) =temp_digest] * /
input_data[ 0]. buff=ipad;
input_data[ 0]. length= SHA256_BLOCK_SIZE;
input_data[ 1]. buff=text;
input_data[ 1]. length=text_len;
SHA256(input_data,2,temp_digestl);

/ * sha256 (Key xor opad, temp_digest]l) =temp_digest2 * /
input_data[0]. buff=opad;

input_data[ 0], length= SHA256_BLOCK_SIZE;
input_data[1]. buff=temp_digestl;

input_data[1]. length =SHA256_DIGEST_SIZE;
SHA256(input_data,2, temp_digest2);

/ % output the digest of required length * /
memcpy(digest,temp_digest2,digest_length) ;

return digest_length;
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E. 1.2 MA@k
Wik e & 1
=4 0x01 02 03 04 05 06 07 08 09 0a Ob Oc 0d Oe Of 10 11 12 13 14 1516 17 18 19 1a 1b 1c 1d 1le 1f 20
wmHKE |32
abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopgabedbedecdefdefgefghfghighijhijkijkljklm
klmnlmnomnopnopq
0x61 62 63 64 62 63 64 65 63 64 65 66 64 65 66 67 65 66 67 68 66 67 68 69 67 68 69 6a 68 69 6a 6b 69
Hi 6a 6b 6¢ 6a 6b 6¢ 6d 6b 6c 6d 6 6¢ 6d 6e 6f 6d 6e 6f 70 6e 6 70 71 61 62 63 64 62 63 64 65 63 64 65 66
64 65 66 67 65 66 67 68 66 67 68 69 67 68 69 6a 68 69 6a 6b 69 6a 6b 6¢c 6a 6b 6¢ 6d 6b 6¢ 6d 6e 6¢ 6d
6e 6f 6d 6e 6f 70 6e 6f 70 71
BEKE | 112
BE 0x47 03 05 fc 7e 40 fe 34 d3 ee b3 €7 73 d9 5a ab 73 ac {0 fd 06 04 47 a5 eb 45 95 bf 33 a9 dl a3
Wk 2
0x01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22
LA 23 24 25
FHAKE (37
i Oxcd HE 50 K
WEKE | 50
WE 0xd4 63 3¢ 17 6 fb 8d 74 4c 66 de €0 £8 0 74 55 6e c4 af 55 ef 07 99 85 41 46 8e b4 9b d2 €9 17
Wi ey B 3
%4 0x0b 0b 0b Ob Ob 0b Ob Ob Ob 0Ob Ob Ob 0b 0b 0b 0Ob Ob Ob 0b 0b Ob Ob Ob Ob Ob Ob Ob Ob 0b 0b 0b Ob
FHKE |32
Hi There
Wk 0x48 69 20 54 68 65 72 65
BE/KE |8
HRE 0x19 8a 60 7e b4 4b fb c6 99 03 a0 f1 cf 2b bd ¢5 ba 0a a3 3 d9 ae 3c 1c 7a 3b 16 96 a0 b6 8¢ 17
il 1 & 4
=4 0x4a 65 66 65
EHEKE |4
what do ya want for nothing?
it 0x77 68 61 74 20 64 6f 20 79 61 20 77 61 6e 74 20 66 6f 72 20 6e 6f 74 68 69 6e 67 3f
BEKE |28
BRE 0x5b dc c1 46 bf 60 75 4e 6a 04 24 26 08 95 75 c7 5a 00 3f 08 9d 27 39 83 9d ec 58 b9 64 ec 38 43
E2 BASHNZ
E21 $XXH

# define SHA256_BLOCK_SIZE 64
# define SHA256_DIGEST_SIZE 32

int hmac_sha256 Cunsigned char, int, byte, unsigned , byte * , unsigned);

void KD_hmac_sha256 (byte * text, unsigned text_len, byte * key, unsigned key_len, byte * out-
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put, unsigned length)

/ *

a) byte * text RANEHFHERKNEALE;

b) unsigned text_len R AXEMKE O\ MABO ;

¢) byte xkey RRFHFHEENBAEH;

d) unsigned key_len R ABHNEE LA ;

e) byte xoutput RAFEHFHEEHEE;

f) unsigned length RARFHPHEENBHBOKEO\ALLABO.

*/

int i;

for(i=0;length/SHA256_DIGEST_SIZE;i+ + ,length-=SHA256_DIGEST_SIZE) {

hmac_ sha256 (text, text_len, key, key_ len, &output[i * SHA256 _ DIGEST _
SIZE],SHA256_DIGEST_SIZE);

text= & output[i * SHA256_DIGEST_SIZE];
text_len=SHAZ256_DIGEST_SIZE;

}

if(length>0)

}

hmac_sha256 (text, text_len, key, key_len, &output[i * SHA256 _DIGEST_SIZE],
length) H

E.2.2 WkER

Wi i 1
4R 0x01 02 03 04 05 06 07 08 09 0a 0b 0c 0d Oe 0f 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d le 1f 20
EHKE |32
pairwise key expansion for infrastructure unicast
& 0x70 61 69 72 77 69 73 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 69 6e 66 72 61 73 74
72 756374 7572 65 20 75 6e 69 63 61 73 74
BEKE |49
Oxe3 a6 45 46 {2 d1 5 ee b7 d1 ee 06 d2 c9 e5 4a 2c ¢9 d6 ce c3 b7 6f fd 62 63 4 26 dc 25 39 af bd 98
it 80 a5 27 al b5 85 59 4b 57 ce 33 21 4f Oc
WmEKE |48
Wi w2
0x01 02 03 04 05 06 07 08 09 0a Ob 0c 0d 0e 0f 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22
ke 2324 25
FHKE |37
pairwise key expansion for infrastructure unicast
B 0x70 61 69 72 77 69 73 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 69 6e 66 72 61 73 74
72756374 7572 65 20 75 6e 69 63 61 73 74
BHEKE |49
0x3b 6e ca 4f 08 76 c4 3a b3 1b 26 3f 2¢ 38 b8 81 21 b5 68 e5 8 {d 1d 4c fa 4c 7f 8¢ 60 97 04 3d 7b 40
ks a8 63 b9 43 b9 {5 bb 37 2f 3a dd a5 da 27
WHKE |48
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Wik 3
& 0x01 02 03 04 05 06 07 08 09 0a Ob Oc 0d Oe 0f 10 11 12 13 14 15
FEHKE | 16
pairwise key expansion for infrastructure unicast
wiE 0x70 61 69 72 77 69 73 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 69 6e 66 72 61 73 74
72 75 63 74 75 72 65 20 75 6e 69 63 61 73 74
PERE |49
Oxbc 29 f3 e6 09 1f 6ac9 Ob a0 20 61 92 12 48 69 5f ee ff 1a 4c ab 53 3b 11 67 d8 54 5f 93 5f 28 11 84
i c9 bb 32 f9 87 b9 86 81 Of fb 17 c4 10 {5
WHKE |48
Wi & 4
4 0x01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe 0f 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1le 11 20
FHKE | 32
group key expansion for multicast and broadcast
B 0x67 72 6f 75 70 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 6d 75 6¢c 74 69 63 61 73 74 20
61 6e 64 20 62 72 6f 61 64 63 61 73 74
BERKE |47
0x20 8f 72 54 a4 bf 56 f0 fa 49 5f el 0c 99 15 05 92 ed 79 df 57 74 a9 6e 13 97 le c4d al 5e 16 a7 ed 75
it 5 e5 44 bb d3 35 67 eb 88 €7 83 24 a9 d2
WK B | 48
W i[5 & 5
0x01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e Of 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22
Gl 232425
FHRKE | 37
group key expansion for multicast and broadcast
B 0x67 72 6f 75 70 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 6d 75 6c 74 69 63 61 73 74 20
61 6e 64 20 62 72 6f 61 64 63 61 73 74
BaERE | 47
0x33 32 61 7a 90 8e a5 a0 7f fa 1d 23 79 3 d8 3e 8b €9 14 1f 15 53 8f d3 ef de 58 01 19 e8 ¢5 09 5d 25
% b2 d3 0a c7 ab 35 ad b4 3c 6¢ ac f0 aa 2b
BKE |48
W& 6
%4 0x01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13 14 15
FHKE |16
group key expansion for multicast and broadcast
B 0x67 72 6f 75 70 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 6d 75 6¢ 74 69 63 61 73 74 20
61 6e 64 20 62 72 6f 61 64 63 61 73 74
BEKE |47
0xf2 cb {1 1c 6d 40 b8 09 dO c0 ed 48 2a 4a 1b 6a 15 1a {1 fb 4c 80 {9 80 5c 93 5 6e bl cf 5¢ b5 ec cl
i 3e 7a be af €0 a7 d2 59 5d 51 9b 76 9a 24
WKE |48
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Wik e 7

w5 0x01 02 03 04 05 06 07 08 09 0a Ob 0c 0d 0e 0f 10 11 12 13 14 1516 17 18 19 1a 1b 1c 1d 1e 1f 20
FHEKE | 32
pre-share key expansion for adhoc network
Bk 0x70 72 65 2d 73 68 61 72 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 61 64 68 6f 63 20
6e 65 74 77 6£ 72 6b
BEKE |4
i 0xcO 7a d8 32 25 2a Oc 14 76 18 f4 c0 d0 6b 35 f4 {6 d6 73 5d 1a a3 8e 47 9a 7e €0 ac 1¢ Oc 38 5b 2d 33
I
: 28 74 le 4d a0 c8 76 fc 6c ¢ e3 60 c8 d7
WHKE |48
M 1o & 8
5 0x01 02 03 04 05 06 07 08 09 0a Ob Oc 0d Oe Of 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21
22 23 24 25
FHARKE |37
pre-share key expansion for adhoc network
B 0x70 72 65 2d 73 68 61 72 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 61 64 68 6f 63 20
6e 65 74 77 61 72 6b
HRELKE |41
- 0x f0 0b ee f2 £5 5f 85 d8 ee b0 6f 8c ¢4 1be6 Oe c2 69 {5 82 9a Ob 6e fb 2d 9b 49 5e bl 87 d3 58 59
I
' 68 88 c3 d2 61 94 9f 8d 2e 41 fe be bb b9 9a
WK | 48
Mk & 9
T 0x01 02 03 04 05 06 07 08 09 0a Ob 0c 0d 0e Of 10 11 12 13 14 15
WmHAKE | 16
pre-share key expansion for adhoc network
BiE 0x70 72 65 2d 73 68 61 72 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6¢ 20 66 6f 72 20 61 64 68 6f 63 20
Be 65 74 77 6f 72 6b
BERKE |41
.- 0x05 8e b8 7c [ 82 66 47 de 50 7b 14 17 ac 99 6e b5 7f cf 11 fd fc 83 be 59 d5 85 {4 a7 3e 69 7d d4 38
1]

e3 34 fe bb 06 7d 14 6f 01 31 a6 96 4f 26

R
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